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Notice

This document describes AudioCodes Mediant 800 Multi-Service Business Router (MSBR).

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Before consulting this document, check the corresponding Release
Notes regarding feature preconditions and/or specific support in this release. In cases where
there are discrepancies between this document and the Release Notes, the information in the
Release Notes supersedes that in this document. Updates to this document and other
documents as well as software files can be downloaded by registered customers at
http://www.audiocodes.com/downloads.

© Copyright 2014 AudioCodes Ltd. All rights reserved.
This document is subject to change without notice.
Date Published: September-07-2014

Trademarks

AudioCodes, AC, AudioCoded, Ardito, CTI2, CTI?3, CTl Squared, HD VolP, HD VolP
Sounds Better, InTouch, IPmedia, Mediant, MediaPack, NetCoder, Netrake, Nuera, Open
Solutions Network, OSN, Stretto, TrunkPack, VMAS, VoicePacketizer, VolPerfect,
VolPerfectHD, What's Inside Matters, Your Gateway To VolP and 3GX are trademarks or
registered trademarks of AudioCodes Limited. All other products or trademarks are
property of their respective owners. Product specifications are subject to change without
notice.

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed
of with unsorted waste. Please contact your local recycling authority for disposal of this
product.

Customer Support

Customer technical support and service are generally provided by AudioCodes’
Distributors, Partners, and Resellers from whom the product was purchased. For technical
support for products purchased directly from AudioCodes, or for customers subscribed to
AudioCodes Customer Technical Support (ACTS), contact support@audiocodes.com.

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
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Related Documentation

Manual Name
SIP CPE Release Notes
Mediant 800 MSBR Hardware Installation Manual
Complementary Guides
CLI Reference Guide
CPE Configuration Guide for IP Voice Mail
SNMP User's Guide
CWMP TR-069 & TR-104 Reference Guide
SBC Design Guide
Recommended Security Guidelines Configuration Note
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CAS Protocol Table Configuration Note
IP-to-IP Application Configuration Guide Ver. 6 8
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Notes and Warnings

addition, FXS and Ethernet port interface cabling must be routed only indoors and

f Note: The device is an indoor unit and therefore, must be installed only INDOORS. In

must not exit the building.

Note: The scope of this document does not fully cover security aspects for deploying

with your organization’s security policies. For basic security guidelines, refer to

é the device in your environment. Security measures should be done in accordance

AudioCodes Recommended Security Guidelines document.

é Note: Throughout this manual, unless otherwise specified, the term device refers to

your AudioCodes products.
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Note: Before configuring the device, ensure that it is installed correctly as instructed
in the Hardware Installation Manual.

Note: The device's installed Software License Key does not include the MSFT feature
key, which enables the device to operate in a Microsoft Lync Server environment. If
necessary, you can order this feature key separately from your AudioCodes sales
representative.

Notes:

e [For data-router configuration, refer to the CLI Reference Guide.

e Web-based management for data-router functionality is not supported. Instead,
CLI is used to configure this functionality. However, AudioCodes recommends
using CLI scripting to configure all other functionality as well (i.e., VolIP and
System) through the CLI.

Notes:

e By default, the device supports export-grade (40-bit and 56-bit) encryption due to
US government restrictions on the export of security technologies. To enable 128-
bit and 256-bit encryption on your device, contact your AudioCodes sales
representative.

e This device includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/).

e This device includes cryptographic software written by Eric Young
(eay@cryptsoft.com).

Note: Some of the features listed in this document are available only if the relevant
Software License Key has been purchased from AudioCodes and installed on the
device. For a list of Software License Keys that can be purchased, please consult
your AudioCodes sales representative.

Note: OPEN SOURCE SOFTWARE. Portions of the software may be open source
software and may be governed by and distributed under open source licenses, such
as the terms of the GNU General Public License (GPL), the terms of the Lesser
General Public License (LGPL), BSD and LDAP, which terms are located at:
http://www.audiocodes.com/support and all are incorporated herein by reference. If
any open source software is provided in object code, and its accompanying license
requires that it be provided in source code as well, Buyer may receive such source
code by contacting AudioCodes, by following the instructions available on
AudioCodes website.
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Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the
Documentation Feedback form on our Web site at http://www.audiocodes.com/downloads.
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User's Manual 1. Overview

1 Overview

The Mediant 800B Multi-Service Business Router (MSBR) is a networking device that
combines multiple service functions such as a Media Gateway, Session Border Controller
(SBC), Data Router and Firewall, LAN switch, WAN access, Stand Alone Survivability
(SAS) and an integrated general-purpose server. The device offers enhanced dialing plans
and voice routing capabilities along with SIP-to-SIP mediation, allowing enterprises to
implement SIP Trunking services (IP-to-IP call routing) and IP-based Unified
Communications, as well as flexible PSTN and legacy PBX connectivity.

The device is designed as a secured Voice-over-IP (VolP) and data platform. Enhanced
media gateway security features include, for example, SRTP for media, TLS for SIP
control, and IPSec for management. Data security functions include integrated Stateful
Firewall, IDS/IPS, SSL for remote user access, and site-to-site VPN. A fully featured
enterprise class SBC provides a secured voice network deployment based on a Back-to-
Back User Agent (B2BUA) implementation.

The device's SAS functionality offers service continuity to enterprises served by a
centralized SIP-based IP-Centrex server or branch offices of distributed enterprises. SAS
enables internal office communication between SIP clients, along with PSTN fallback in the
case of disconnection from the centralized SIP IP-Centrex server or IP-PBX.

The device provides Foreign Exchange Station (FXS) and/or Foreign Exchange Office
(FXO) telephony module interfaces, depending on ordered hardware configuration. The
device supports either a combination of FXS and FXO port interfaces, or only FXS or only
FXO interfaces. The device can support up to 12 simultaneous VolIP calls. Each FXS or
FXO module provides four analog RJ-11 ports. The FXO module can be used to connect
analog lines of an enterprise's PBX or the PSTN, to the IP network. The FXS module can
be used to connect legacy telephones, fax machines, and modems to the IP network.
Optionally, the FXS module can be connected to the external trunk lines of a PBX. When
deployed with a combination of FXO and FXS modules, the device can be used as a PBX
for Small Office Home Office (SOHO) users, and businesses not equipped with a PBX. The
FXS modules also support the Analog Lifeline feature, enabling an FXS port to connect
directly to the PSTN upon power and/or network failure.

The device supports up to 8 ISDN Basic Rate Interface (BRI) S/T interfaces (RJ-45 ports),
supporting up to 16 voice channels. These connect ISDN terminal equipment such as
ISDN telephones. The device also provides an optional, single or dual E1/T1 interface
port(s), supporting Transparent, CAS and ISDN protocols. The device supports various
ISDN PRI protocols such as Euro ISDN, North American NI-2, Lucent™ 4/5ESS, Nortel™
DMS-100 and others. It also supports various ISDN BRI protocols such as ETSI 5ESS and
QSIG over BRI. It also supports different variants of CAS protocols for E1 and T1 spans,
including MFC R2, E&M immediate start, E&M delay dial / start, loop start and ground start.

Note: For maximum call capacity figures, see "SBC and DSP Channel Capacity" on
page 1015.

The device provides two USB ports that can be used for an optional, 3G cellular WAN
modem and/or USB storage services.

The device's data routing capabilities support static and dynamic routing protocols such as
RIP/OSPF and BGP, Virtual Routing and Forwarding (VRF-Lite) where interfaces can be
clustered into a VRF to provide segregated routing domains. The device supports various
optional WAN interfaces, providing flexibility in connecting to Service Providers:

B 1000Base-T Gigabit Ethernet copper.

B Symmetric High-Speed Digital Subscriber Line (SHDSL) - supports up to four copper
wire pairs according to G.991.2, acting as a remote-terminal CPE device. Both ATM
and EFM modes are supported. In the ATM mode, a variety of protocols are
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supported, including PPPoE, PPPoA, and RFC 2684 in both bridged (Ethernet-over-
ATM) and routed (IP-over-ATM) variants. In the EFM mode, the SHDSL port functions
as a logical Ethernet device.

ADSL2+ /VDSL2 (RJ-11 port interfaces)
Optical Fiber, supporting 100 and 1000 Mbps Ethernet
Four E1/T1 WANSs

3G Cellular modem using a USB connection - this can be used as the primary WAN
interface or as a WAN backup in case of failure in the WAN connection (provided by
any of the above).

The device is optimized for wire-speed delivery of data, providing up to 12 Ethernet LAN
ports for connecting equipment such as computers and IP phones. These ports are divided
into Gigabit Ethernet and Fast Ethernet interfaces (the number depends on the ordered
configuration), and provide power-over-Ethernet (PoE) capabilities. The device also
supports an optional, Wi-Fi interface, providing wireless LAN 802.11n access point at 2.4
GHz, 3Tx/3Rx enabling data rates of up to 300 Mbps. The Wi-Fi interface also supports
802.11b/802.11g backward compatibility, allowing interoperability of multiple devices with
different types of Wi-Fi

The device also provides an integrated Open Solution Network (OSN) Server module. The
OSN can host a variety of third-party applications such as IP-PBX, Call Center, and
Conferencing.

Figure 1-1: Typical Application

IP Phones

IP Centrex Server
Ay &5 S
Mz s
S

SP WAN

SMB Network

The device allows full management through its command line interface (CLI) as well as its
HTTP/S-based embedded Web server. The user-friendly Web interface allows remote
configuration using any standard Web browser (such as Microsoft™ Internet Explorer™).
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User's Manual 2. Introduction

2 Introduction

This part describes how to initially access the device's management interface and change
its default IP address to correspond with your networking scheme. Device management
can be done though the VolP-LAN OAMP, WAN, and/or LAN interface.

Note: By default, the device's embedded DHCP server is enabled. For more
information, see Configuring the Device's DHCP Server on page 36.
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Default OAMP IP Address

The device is shipped with a factory default IP address for operations, administration,
maintenance, and provisioning (OAMP), through its VolP LAN interface. You can use this
address to initially access the device from any of its management tools (embedded Web
server, EMS, or Telnet/SSH). You can also access the device through the console CLI, by
connecting the device's serial (RS-232) port to a PC.

The table below lists the device's default IP address.
Table 3-1: Default VolP LAN IP Address for OAMP

IP Address Value
Application Type OAMP + Media + Control
IP Address 192.168.0.2
Prefix Length 255.255.255.0 (24)
Default Gateway 192.168.0.1
Underlying Device 1
Interface Name "Voice"
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4 Configuring VoIP LAN Interface for OAMP

You can change the IP address of the VolP-LAN interface for OAMP, using any of the
following methods:

B Embedded HTTP/S-based Web server - see "Web Interface" on page 31
B Embedded command line interface (CLI) - see "CLI" on page 33

4.1 Web Interface

The following procedure describes how to change the IP address of the OAMP on the
VolIP-LAN interface, using the Web-based management tool (Web interface). The default
IP address is used to initially access the device.

» To configure the VolP-LAN IP Address for OAMP, using the Web interface:

1. Connect Port 1 (left-most LAN port) located on the front panel directly to the network
interface of your computer, using a straight-through Ethernet cable.

Maocliant ™ 00 MSBG

_— B AussoCodes
r

A
I
I
|

Connect RJ-45 Network

Cable to LAN Port 1 Straight-Through

Ethernet Cable

2. Make sure that your computer is configured to automatically obtain an IP address. The
device has an embedded DHCP server, which by default allocates IP addresses to
connected computers.

3. Access the Web interface:

a. On your computer, start a Web browser and in the URL address field, enter the
default IP address of the device; the Web interface's Web Login screen appears:

Figure 4-1: Web Login Screen

Web Login

Username
Admin

Password

Remember Me

b. Inthe 'Username' and 'Password' fields, enter the case-sensitive, default login
username ("Admin") and password ("Admin").

c. Click Login.
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4. Open the Interface Table page (Configuration tab > VolP menu > Network > IP
Interfaces Table).

w+ Interface Table
Add + Edit Delete i ShowHide [§
Application Interface IP Address Prefix Default Interface Primary DHS Secondary Underlying
Index Type Mode Length Gateway Hame DHS Device
0 OAMP + Mediz IPv4 Manual 192.168.0.2 24 192,168.0.1 Woice 0.0.0.0 0.0.0.0 vlan 1

5. Select the 'Index' radio button corresponding to the OAMP + Media + Control
application type, and then click Edit.

6. Change the IP address to correspond with your network IP addressing scheme, for
example:

e IP Address: 10.8.6.86
e  Prefix Length: 24 (for 255.255.255.0)
e Gateway: 10.8.6.85

7. Click Submit.

8. Save your settings by resetting the device with a flash burn (see "Resetting the
Device" on page 589).

9. Disconnect the device from the PC and cable the device to your network. You can
now access the management interface using the new OAMP IP address.

Note: When you complete the above procedure, change your PC's IP address to
correspond with your network requirements.
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42  CLI

This procedure describes how to configure the VolP-LAN IP address for OAMP using the
device's CLI. The procedure uses the regular CLI commands. Alternatively, you can use
the CLI Wizard utility to set up your device with the initial OAMP settings. The utility
provides a fast-and-easy method for initial configuration of the device through CLI. For
more information, refer to the CLI Wizard User's Guide.

» To configure the OAMP IP address in the CLI:

1. Connect the RS-232 port of the device to the serial communication port on your
computer. For more information, refer to the Hardware Installation Manual.

DB-9 Female Connector Connector
to Computer COM Port @

2. Establish serial communication with the device using a terminal emulator program
such as HyperTerminal, with the following communication port settings:

e Baud Rate: 115,200 bps
e DataBits: 8
e  Parity: None
e Stop Bits: 1
e Flow Control: None
3. Atthe CLI prompt, type the username (default is "Admin" - case sensitive):
Username: Admin
4. Atthe prompt, type the password (default is "Admin" - case sensitive):
Password: Admin
5. At the prompt, type the following:
enable
6. At the prompt, type the password again:
Password: Admin
7. Access the VolP configuration mode:
# configure voip
8. Access the Interface table:
(config-voip)# interface network-if O
9. Configure the IP address:
(network-if-0)# ip-address <IP address>
10. Configure the prefix length:
(network-if-0)# prefix-length <prefix length / subnet mask, e.g., 16>
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11. Configure the Default Gateway address:
(network-if-0)# gateway <IP address>
12. Exit the Interface table:
(network-if-0)# exit
13. Exit the VolP configuration mode:
(config-voip)# exit
14. Reset the device with a flash burn:
# reload now

15. Cable the device to your network. You can now access the device's management
interface using this new OAMP IP address.
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5 Configuring Data-Router's LAN and WAN

This section describes how to configure the device's data-router LAN and/or WAN
interfaces.

Notes:

e Make sure that you configure the LAN IP address of the data-router in the same
subnet as the VolP-LAN IP address for OAMP.

e After you access the device through the default VolP-LAN interface, you can
j configure Web management access from one of the following interfaces:

' Any of the configured data-router LAN interfaces: The default LAN data
interface is 192.168.0.1. This interface can be in a different subnet to the VolP-
LAN IP address and with a different VLAN ID. This is useful, for example, if you
want to separate management from the VolP traffic.

\' WAN port interface: In this setup, you need to enable remote access to the
WAN port interface, as described in "Enabling Remote Management from
WAN" on page 39.

5.1  Configuring Data-Router's LAN Interface

The device's default LAN IP address of the data-router is listed below:
B [P Address: 192.168.0.1

B Subnet Mask: 255.255.255.0

B Default Gateway: 0.0.0.0

To configure LAN IP address of data-router:

Establish serial communication with the device.

At the prompt, type the following command to access the Data-router configuration
mode:

# configure data
3. Access the VLAN 1 LAN switch interface:
(config-data)# interface vlan 1

NPy

4. Configure the IP address and subnet:
(conf-if-VLAN 1)# ip address <IP address> <subnet>

For example:
(conf-if-VLAN 1)# ip address 10.8.6.85 255.255.255.0

5. Save your settings with a flash burn:
(conf-if-VLAN 1)# do write
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5.2  Configuring the Device's DHCP Server

By default, the device's embedded DHCP server is enabled for the LAN, and with default IP
pool addresses relating to the default subnet LAN. You can disable the DHCP server, or
modify the IP address pool. The DHCP server allocates this spool of IP addresses to the
computers connected to its LAN interface.

>

1.
2.

To enable / disable the device's DHCP server:

Establish serial communication with the device.

At the prompt, type the following command to access the Data-router configuration
mode:

# configure data

Access the data LAN switch interface:
(config-data)# interface vlan 1
To disable the DHCP server:
(conf-if-VLAN 1)# no service dhcp
To enable DHCP server:

a. Configure the pool of IP addresses:
(conf-if-VLAN 1)# ip dhcp-server network 10.8.6.84 10.8.6.89
255.255.255.0

b. Enable DHCP server functionality:
(conf-if-VLAN 1)# service dhcp

Save your settings with a flash burn:
(conf-if-VLAN 1)# do write

5.3  Configuring the WAN Interface

This procedure describes how to configure the WAN interface and uses Gigabit Ethernet
as an example. If you are using a different WAN interface, refer to the MSBR Series CLI
Reference Guide for Data.

Note: Before you configure the WAN interface, make sure that you have all the
required information from your Internet Telephony Service Provider (ITSP).

To configure a WAN IP address:

Connect the WAN port to the WAN network. For information on cabling the WAN port,
refer to the Hardware Installation Manual.

Establish serial communication with the device.

At the prompt, type the following command to access the Data-router configuration
mode:

# configure data

Access the WAN interface:

(config-data)# interface GigabitEthernet 0/0

Configure the IP address and subnet mask:

(config-i1T-GE 0/0)# ip address 100.33.2.105 255.255.255.0
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6. Enable Network Address Port Translation (NAPT) on the WAN interface:
(config-if-GE 0/0)# napt

7. Enable the WAN interface:
(config-i1f-GE 0/0)# no shutdown

8. Exit the interface:
(config-if-GE 0/0)# exit

9. Configure the default route:

(config-data)# ip route 0.0.0.0 0.0.0.0 100.33.2.106
GigabitEthernet 0/0

10. Exit the data-router configuration mode:
(config-data)# exit

11. Save the configuration to flash:
# write
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6.1

Enabling Remote Management from WAN

This section describes how to configure remote device management from the WAN.

Remote Web-based (HTTP/S) Management

This procedure describes how to enable remote Web-based management (HTTP/S) from
the WAN.

» To enable remote Web (HTTP/S) management from WAN:

m CLL
1. Access the System configuration mode:
# configure system

2. Enable HTTP management from the WAN:
<config-system># web
<web># wan-http on

3. Reset the device with a burn to flash:
<web># do reload now
B Web:

1. Open the WEB Security Settings page (Configuration tab > System menu >
Management > Web Security Settings).

Table 6-1: Enabling Web Management from WAN
Figure 6-1: Defining WAN HTTP Port

% Allow WAN access to HTTP Disable -
% Allow WAN access to HTTPS Enable -

2. From the 'Allow WAN access to HTTPS’ or 'Allow WAN access to HTTP' drop-
down list, select Enable.

3. Click Submit, and then reset the device with a flash burn for your settings to take
effect.
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6.2 Remote Telnet-based Management

This procedure describes how to enable remote Telnet-based management from the WAN.

>
|

To enable remote Telnet management from WAN:

CLL:
1. Access the System configuration mode:
# configure system

2. Type the following command:
<config-system># cli-terminal
3. Enable Telnet:
<cli-terminal># telnet
4. Enable Telnet from WAN:
<cli-terminal># wan-telnet-allow on
5. Reset the device with a burn to flash:
<cli-terminal># do reload now
Web:
1. Open the Telnet/SSH Settings page (Configuration tab > System menu >
Management > Telnet/SSH Settings).
Table 6-2: Enabling Telnet Management from WAN

Figure 6-2: Telnet Settings on Telnet/SSH Settings Page

w+ Telnet Settings
Embedded Telnet Server Enable Unsecured -
Telnet Server TCP Port 23
& Telnet Server Idle Timeout 60
& Allow WAN access to Telnet Enable -
2. From the 'Embedded Telnet Server' drop-down list, select Enable Secured.
3.  From the 'Allow WAN access to Telnet' drop-down list, select Enable.
4. Click Submit.
5. Save your settings with a flash burn.
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7 Introduction

This part provides an overview of the various management tools that can be used to
configure the device. It also provides step-by-step procedures on how to configure these
management tools.

The device provides the following management tools:
B Embedded HTTP/S-based Web server - see "Web-based Management” on page 45
B Command Line Interface (CLI) - see "CLI-Based Management" on page 75

B Simple Network Management Protocol (SNMP) - see "SNMP-Based Management" on
page 87

B TR-069 - see TR-069 Based Management on page 93
B Configuration ini file - see "INI File-Based Management" on page 101

Notes:

e Some configuration settings can only be done using a specific management tool.
For example, some configuration can only be done using the Configuration ini file

method.
e Throughout this manual, whenever a parameter is mentioned, its corresponding
Web, CLI, and ini file parameter is mentioned. The ini file parameters are enclosed
in square brackets [...].

e For a list and description of all the configuration parameters, see "Configuration
Parameters Reference" on page 763.
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8 Web-Based Management

The device provides an embedded Web server (hereafter referred to as Web interface),
supporting fault management, configuration, accounting, performance, and security
(FCAPS), including the following:

B Full configuration

B Software and configuration upgrades

B Loading auxiliary files, for example, the Call Progress Tones file
]

Real-time, online monitoring of the device, including display of alarms and their
severity

B Performance monitoring of voice calls, data routing, and various traffic parameters

The Web interface provides a user-friendly, graphical user interface (GUI), which can be
accessed using any standard Web browser (e.g., Microsoft™ Internet Explorer).

Access to the Web interface is controlled by various security mechanisms such as login
user name and password, read-write privileges, and limiting access to specific IP
addresses.

Notes:

e The Web interface allows you to configure most of the device's settings. However,
additional configuration parameters may exist that are not available in the Web
A interface and which can only be configured using other management tools.

e Some Web interface pages and/or parameters are available only for certain
hardware configurations or software features. The software features are
determined by the installed Software License Key (see "Software License Key" on
page 621).

8.1  Getting Acquainted with the Web Interface

This section provides a description of the Web interface.

8.1.1 Computer Requirements

The client computer requires the following to work with the Web interface of the device:
B A network connection to the device
B One of the following Web browsers:
e  Microsoft™ Internet Explorer™ (Version 6.0 and later)
e Mozilla Firefox® (Versions 5 through 9.0)
B Recommended screen resolutions: 1024 x 768 pixels, or 1280 x 1024 pixels

A Note: Your Web browser must be JavaScript-enabled to access the Web interface.
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8.1.2

Accessing the Web Interface

The following procedure describes how to access the Web interface.

» To access the Web interface:

1.
2.

Open a standard Web browser (see "Computer Requirements" on page 45).

In the Web browser, specify the OAMP IP address of the device (e.g.,
http://10.1.10.10); the Web interface's Login window appears, as shown below:

Figure 8-1: Web Login Screen

Web Login

Username
Admin

Password

¥| Remember Me

In the 'Username' and 'Password’ fields, enter the case-sensitive, user name and
password respectively.

Click Login; the Web interface is accessed, displaying the Home page. For a detailed
description of the Home page, see "Viewing the Home Page" on page 60.

Notes:

e The default login username and password is "Admin". To change the login
credentials, see "Configuring the Web User Accounts" on page 64.

e If you want the Web browser to remember your password, select the ‘Remember
Me' check box and then agree to the browser's prompt (depending on your
browser) to save the password for future logins. On your next login attempt, simply
press the Tab or Enter keys to auto-fill the ‘Username' and 'Password' fields, and
then click Login.

e Depending on your Web browser's settings, a security warning box may be
displayed. The reason for this is that the device's certificate is not trusted by your
PC. The browser may allow you to install the certificate, thus skipping the warning
box the next time you connect to the device. If you are using Windows Internet
Explorer, click View Certificate, and then Install Certificate. The browser also
warns you if the host name used in the URL is not identical to the one listed in the
certificate. To resolve this, add the IP address and host name (ACL_nnnnnn,
where nnnnnn is the serial number of the device) to your hosts file, located at
/etc/hosts on UNIX or C:\Windows\System32\Drivers\ETC\hosts on Windows; then
use the host name in the URL (e.g., https://ACL_280152). Below is an example of
a host file:
127.0.0.1 localhost
10.31.4.47 ACL_280152
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8.1.3 Areas of the GUI
The areas of the Web interface's GUI are shown in the figure below and described in the
subsequent table.
Figure 8-2: Main Areas of the Web Interface GUI
T T ( 8 )
€3 AutoCotes T TS e ST o e - (£
Table 8-1: Description of the Web GUI Areas
ltem # Description

AudioCodes company logo.
Product name.

Toolbar, providing frequently required command buttons. For more information, see
"Toolbar Description” on page 48.

Displays the username of the Web user that is currently logged in.

Navigation bar, providing the following tabs for accessing various functionalities in
the Navigation tree:

= Configuration, Maintenance, and Status & Diagnostics tabs: Access the
configuration menus (see "Working with Configuration Pages" on page 51)

= Search tab: Enables a search engine for searching configuration parameters (see
"Searching for Configuration Parameters" on page 55)

Navigation tree, displaying a tree-like structure of elements (configuration menus or
search engine) pertaining to the selected tab on the Navigation bar. For more
information, see "Navigation Tree" on page 48.

Work pane, displaying the configuration page of the selected menu in the Navigation
tree. This is where configuration is done. For more information, see "Working with
Configuration Pages" on page 51.
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8.1.4 Toolbar Description

8.1.5

The toolbar provides frequently required command buttons, described in the table below:

Table 8-2: Description of Toolbar Buttons

Button
Name

Icon

Submit

Burn

©

Device Actions » Device

Actions

Home
Help
Log off

- Reset

Description

Applies parameter settings to the device (see "Saving Configuration"
on page 592).

Note: This icon is grayed out when not applicable to the currently
opened page.

Saves parameter settings to flash memory (see "Saving
Configuration” on page 592).

Opens a drop-down list with frequently needed commands:

= Load Configuration File: Opens the Configuration File page for
loading an ini file to the device (see "Backing Up and Loading
Configuration File" on page 629).

= Save Configuration File: Opens the Configuration File page for
saving the ini file to a folder on your PC (see "Backing Up and
Loading Configuration File" on page 629).

= Reset: Opens the Maintenance Actions page for performing
various maintenance procedures such as resetting the device
(see "Resetting the Device" on page 589).

= Software Upgrade Wizard: Starts the Software Upgrade Wizard
for upgrading the device's software (see "Software Upgrade
Wizard" on page 625).

Opens the Home page (see "Viewing the Home Page" on page 60).

Opens the Online Help topic of the currently opened configuration
page (see "Getting Help" on page 58).

Logs off a session with the Web interface (see "Logging Off the Web
Interface" on page 59).

If you modify a parameter on a page that takes effect only after a
device reset, after you click the Submit button, the toolbar displays
"Reset". This is a reminder that you need to later save your settings
to flash memory and reset the device.

Navigation Tree

The Navigation tree is located in the Navigation pane and displays a tree-like structure of
menus pertaining to the selected tab on the Navigation bar. You can drill-down to the
required page item level to open its corresponding page in the Work pane.

The terminology used throughout this manual for referring to the hierarchical structure of

the tree is as follows:

B Menu: first level (highest level)

B Submenu: second level - contained within a menu

User's Manual
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B Page item: last level (lowest level in a menu) - contained within a menu or submenu

Figure 8-3: Navigating in Hierarchical Menu Tree (Example)

| Configuration| Mairtenance | 301 L
Search

Basic 9 Advanced

Menu > ‘JSvstem =

Application Settings
Syslog Settings
Regional Settings
Certificates
*JManagement

Submenu ———» =il Logging

Logging Settings
—_ R
Page ltem Legging Filters Table

@ Test Call
*\@vorr

m

Note: The figure above is used only as an example. The displayed menus depend on
supported features based on the Software License Key installed on your device.

8.1.5.1 Displaying Navigation Tree in Basic and Full View

You can view an expanded or reduced display of the Navigation tree. This affects the
number of displayed menus and submenus in the tree. The expanded view displays all the
menus pertaining to the selected configuration tab; the reduced view displays only
commonly used menus.

B To display a reduced menu tree, select the Basic option (default).
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B To display all menus and submenus, select the Advanced option.
Figure 8-4: Basic and Full View Options

1Cmﬁwathn | Maintenance ?gli:;nsms

Seanch

T~

Basic 9 Advanced

-J'-r_jSvstem
*vorp

Note: After you reset the device, the Web GUI is displayed in Basic view.

8.1.5.2 Showing / Hiding the Navigation Pane
You can hide the Navigation pane to provide more space for elements displayed in the
Work pane. This is especially useful when the Work pane displays a wide table. The arrow
button located below the Navigation bar is used to hide and show the pane.
B To hide the Navigation pane, click the left-pointing arrow 9, ; the pane is hidden and
the button is replaced by the right-pointing arrow button.
B To show the Navigation pane, click the right-pointing arrow = ; the pane is
displayed and the button is replaced by the left-pointing arrow button.
Figure 8-5: Show and Hide Button (Navigation Pane in Hide View)
¥ & AudioCodes B ¥ -/ T Vi M LR
— e —
: H..a_-;*;-m : oS
=
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8.1.6  Working with Configuration Pages

The configuration pages contain the parameters for configuring the device and are
displayed in the Work pane.

8.1.6.1 Accessing Pages

The configuration pages are accessed by clicking the required page item in the Navigation
tree.

» To open a configuration page:

1. On the Navigation bar, click the required tab (Configuration, Maintenance, or Status
& Diagnostics); the menus pertaining to the selected tab appear in the Navigation
tree.

2. Navigate to the required page item, by performing the following:
e  Drill-down using the plus # sign to expand the menu and submenus.
e  Dirill-up using the minus = sign to collapse the menu and submenus.
3. Click the required page item; the page opens in the Work pane.

You can also access previously opened pages by clicking the Web browser's Back button
until you have reached the required page. This is useful if you want to view pages in which
you have performed configurations in the current Web session.

Note: Depending on the access level of your Web user account, certain pages may
not be accessible or may be read-only (see "Configuring Web User Accounts" on
page 64). If a page is read-only, "Read-Only Mode" is displayed at the bottom of the

page.

8.1.6.2 Viewing Parameters
Some pages allow you to view a reduced or expanded display of parameters. The Web
interface provides two methods for displaying page parameters:

B Displaying "basic" and "advanced" parameters - see "Displaying Basic and Advanced
Parameters" on page 51

B Displaying parameter groups - see "Showing / Hiding Parameter Groups" on page 52

8.1.6.2.1 Displaying Basic and Advanced Parameters
Some pages provide a toggle button that allows you to show and hide parameters. This
button is located on the top-right corner of the page and has two display states:

B Advanced Parameter List button with down-pointing arrow: click this button to
display all parameters.

B Basic Parameter List button with up-pointing arrow: click this button to show only
common (basic) parameters.
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The figure below shows an example of a page displaying basic parameters only. If you
click the Advanced Parameter List button (shown below), the page will also display the
advanced parameters.
Figure 8-6: Toggling between Basic and Advanced View
|, i Securnty \I
e L —

- Genaral Media Secunty Settings
& Mada Secunty Dhupbsls -

Media Secunty Behavior Frefemstia -

w SATP Setting
Magter Key Identfiar (ME]) Siza o

Enable symmetric MEl negobiation Dbl -

¥+ SRTP cffered Sutes

Fe

Notes:

page 48), configuration pages display all their parameters.
e If you reset the device, the Web pages display only the basic parameters.

e The basic parameters are displayed in a different background color to the
advanced parameters.

j e When the Navigation tree is in Advanced display mode (see "Navigation Tree" on

8.1.6.2.2 Showing / Hiding Parameter Groups

Some pages group parameters under sections, which can be hidden or shown. To toggle
between hiding and showing a group, simply click the group title hame that appears above
each group. The button appears with a down-pointing or up-pointing arrow, indicating that it
can be collapsed or expanded when clicked, respectively.

Figure 8-7: Expanding and Collapsing Parameter Groups
f Madia Security -‘!
Bazic Paramaterlist a
* SRTF Setting
Master Key [dentifer [MED) Size i
Symmetric MK Negotiation Chpopdslsy -

+ SRTP offered Suites
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8.1.6.3 Modifying and Saving Parameters

When you modify a parameter value on a page, the Edit ‘£’ icon appears to the right of the
parameter. This indicates that the parameter has been modified, but has yet to be applied
(submitted). After you click Submit the ‘£ icon disappears.

Figure 8-8: Edit Symbol after Modifying Parameter Value

[E———— y

Basic Par